HNugopmanmonHasi naMATKA 11 HeCOBEPILICHHOJIETHHUX 110 BOIIPOCAM
KH0epOe30NacHOCTH

B ceTu «MHTEpHED»

KoMnbloTepHble BUPYCHI

KomnproTepHBIid BHUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO
(xonupoBaHuio). B nomnoiHeHHEe K 3TOMY, BHUPYCHl MOTYT TMOBPEIUTH WIH
MOJIHOCTBIO YHUUTOXKUTH BCE (DAIbl U TaHHBIC, TTOJKOHTPOJILHBIE MOJIB30BATEIIO,
OT UMEHU KOTOPOro Obliia 3amylieHa 3apak€HHas MporpamMma, a Takke MOBPEIUTh
WIN JITa)K€ YHUYTOXKHUTH ONEPAllMOHHYIO CHUCTEMY CO BceMmM (aiiamu B 1iesioM. B
OOJIBIIMHCTBE CIIy4aeB PaclpOCTPAHSAIOTCA BUPYChI U€pe3 UHTEPHET.

MeToasbl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEpbE3HBIN YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. [TocTostHHO  ycTaHaBnuBal maTuu (UMQPPOBBHIE 3aIUIATKH,
KOTOpbIE€ aBTOMATUYECKM YCTAaHABIMBAIOTCS C LEJIbIO  J10pabOTKH
OpOorpaMMbl) U Jpyrue OOHOBJIEHUS CBOEH OINEpaliOHHOM CHCTEMBI.
CkauyuBail ux TOJBbKO ¢ oduuuanbHOro caiita paspadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHHUSI, BKJIIOUYH €r0;

3. PaboTait Ha cBOeM KOMITbIOTEPE IO MpaBaMH IMOJIH30BATENS, a
HE aJMHHHCTpaTopa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4, Wcnons3yil ~ aHTHUBUPYCHBIE  NPOTPaMMHBIE  MPOAYKTHI
U3BECTHBIX IPOU3BOJUTENEH, C aBTOMATHUYECKMM OOHOBJIEHUEM 0a3;

S. Orpannup  (QU3MYECKUH  AOCTYH K  KOMIIBIOTEpY  JIA
NOCTOPOHHUX JIULI;

6. Ucnionp3yil BHEmHME HOCHUTENW WHPOPMAIUM, TaKue Kak
bnemka, auck wunu  (Qaitn u3 HMHTEepHETa, TOJIBKO W3 MNPOBEPEHHBIX
MCTOYHUKOB,;

1. He otkpbpiBaii KOMMBIOTEpHBIE (ailyibl, TMOMYYEHHBIE U3
HEHAJ&KHBIX HMCTOYHMKOB. J[laxke Te aiinbl, KOTOpble Tpucial TBOH

3HaKOMbI. Jlydilie yTo4HM y HETo, OTIPABJISUI U OH TeOe UX.



Ceru WI-FI

C momompto WI-Fi MOXHO MOJyduTh OCCIIATHBI WHTEPHET-IAOCTYI B

OOIIIECTBEHHBIX MeCTax: Kade, OTesIX, TOPTOBBIX IIEHTPAaX W a’pomoprax. Tak ke
SIBIIIETCS OTJIMYHOM BO3MOYKHOCTBIO BbIXOna B MHtepHer. Ho MHOrme skcreprsl
CUYHUTAIOT, uTO obmenoctynHabie WiF1 ceTu He SIBISIOTCS O€3011aCHBIMH.

CoBeThbl 110 0€30I1aCHOCTH PA0OTHI B 001Ie0CTYNHBIX ceTsix Wi-fi

1. He nmepemaBaii cBor JuuyHyr0 HWHPOPMAIMIO  Yepe3
obmenoctynaeie Wi-Fi cetn. Paborass B HUX, KenarelbHO HE BBOIUTH
MapoJIH JIOCTYIA, JIOTUHBI U KaKWe-TO HOMEPA;

2. HUcnonb3yit u OOHOBISN aHTUBUPYCHBIE MPOrpaMMbl U
OpanaMmaysp. Tem caMbIM Thl 00€30TaCHIIIb ce0sl OT 3aKaYKK BUpYyca Ha TBOE
YCTPOWCTBO;

3. IIpu wucnonb3zoBanun Wi-Fi1 oTkmoun QyHkuo «O0mmii
noctyn K dainmam W npuHTepam». JlaHHas QYHKIUS 3aKpeITa 10
YMOJIYaHUIO, OJIHAKO HEKOTOpbIE IOJIb30BATEIN AKTUBUPYIOT €€ s
y100CTBa UCIIOJIb30BaHUs B paboTe uin ydeoe;

4, He wucnonws3yit nyomumuneii WI-FI s nmepenaum Jau4HbBIX
JAHHBIX, HAIPUMEp, Ul BBIXOJa B COIMAIBHBIC CETH WU B DJICKTPOHHYIO
TOuTY;

S. Ncnone3yii Tonpko 3amuuieHHoe coenuHenue yepe3 HTTPS, a
He HTTP, 1.e. mpu Habope BeO-anpeca BBOAU UMEHHO «https://»;

6. B Mo6unsHOM Tenedone otkimoun Gpynkuuto «IlogkinroueHue k
Wi-Fi aBromarmueckm». He momyckali aBTOMAaTHYECKOTO TMOIKIIOUYCHHUS

ycTpoicTia K cetsiMm Wi-Fi 0e3 TBoero cornacus.

ConuajibHbIe CeTH

CormanbHas CeThb - 3TO CalUT, KOTOPBIA MPEAOCTABIISIET BO3MOXKHOCTb JIFOJISIM
OCYILIECTBIIATh OO0IIeHHe MexAy coOod B mHTepHere. Yame Bcero B HUX IS
KaXJIOTO YEJIOBEKa BBIJICNACTCS CBOS JIMYHAs CTpaHWUYKa, HAa KOTOPOW OH
yKa3blBaeT 0 cebe paznuyHyro WH(POpMAIUI0, HauyWHAs OT UMEHH, (DaMmiud u
3aKaH4YUBas JUYHBIMU GoTorpadusiMu. MHOTHE MOTB30BATENN HE TOHUMAIOT, YTO
uHdopMaIus, pa3MEIICHHAs UMH B COITMAIBHBIX CETSX, MOXKET OBITh HalIeHa U
UCIIOJb30BaHA KEM YrojgHO, B TOM YHCJI€ He 00s3aTeabHO C OJaruMu

HaMCPCHUSAMMU.



OcHOBHBIE COBETHI M0 0€30MACHOCTH B COUMATBHBIX CETSAX:

1. Orpanuyb CHUCOK Jipy3ei. Y TeOs B IPy3bsX HE JIOJKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. Jammiiail CBOK YacTHYIO »KHM3Hb. He yka3piBail mnapoiiu,
TenedoHbl, aapeca, JaTy TBOETO POXICHUA U JPYTYI0 JIMYHYIO
nH(pOopMaIio. 3J0YMBIIUICHHUKH MOTYT HCIIOJIh30BaTh Jake HH(POPMAIIHIO
O TOM, KaK Thl U TBOU POJIUTEIIN ILUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuian CBOK pEenyTalMio - JEpKU €€ B YACTOTE W 3ajaBai
cebe BOmpoc: XOTen Obl Thl, YTOOBI APYTrHe MOJIb30BATENIN BUIEIH, YTO ThI
3arpyxaemb? Ilomymai, mpexae 4eMm 4To-TO OmyOJMKOBaTh, HAMUCaTh U
3arpy3uTh;

4, Ecnu ThI TOBOpHIIB € JIOABMHU, KOTOPBIX HE 3HACIlb, HE
UCIIOJIB3Yy CBOE peajbHOE MM M JPYrylH0 JUYHYIO WH(pOpMaluu: UM,
MECTO JKUTEILCTBA, MECTO YUeObl U IIpOYEE;

S. N36erait pasmemenust dotorpaduit B MHTEepHETE, TIE THI
U300paKEH Ha MECTHOCTH, IO KOTOPOM MOYKHO OIpPEAEIUTh TBOE
MECTOMOJIOKEHHE;

6. Ilpu peructparuu B COLMATBHOW CETH  HEOOXOAMMO
WCIIOJB30BaTh CJIOKHBIC IapOJIHM, COCTOSAIMEe W3 OYkB W 1Upp U ¢
KOJIMYECTBOM 3HAKOB HE MEHEE &;

1. JIns coruanabHOM CETH, TOYThl U JAPYTUX CAWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mmapond. Torma eciad TeOs  B3JIOMAaKT, TO

3JIOYMBIIIJICHHUKHA I10JIYy4YaT AOCTYII TOJBKO K OJHOMY MCCTY, a HC BO BCC

cpasy.

DJIEeKTPOHHLIE TeHLI'H

DJIEKTPOHHBIE JEHBIM — 3TO OYEHb YAOOHBIA CHOCOO IUIATEXEH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH JICHBTH.

DIIEKTPOHHBIC JICHBI'M TIOSIBUJIMCH COBCEM HEJIABHO M UMEHHO HM3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX TOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKITMOHUPYIOT M O HUX YK€ MPOIMKCAHO B 3aKOHE, TJIe
WX pa3leisioT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC W HE aHOHWMHBIE. Pa3Huiia B

TOM, UTO aHOHMMHBIC - 3TO TC, B KOTOPLIX pa3pCuIacTCs IIPOBOANTL OIICpalun oe3



UACHTU(UKAIMM  TOJIb30BaTENsl, @ B HE AHOHHMMHBIX WJAEHTU(UKALMUU
MI0JIB30BATEIS SIBISIETCS 00A3aTEBHOM.

Takxke crnenyer pas3iuyaTh DSJIEKTPOHHBbIE (HUaTHbIE JAEHBIH (pPaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U D3JICKTPOHHbIE He(dUATHBIE ACHBIM (HE PaBHBI
rOCyJIapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe C 3JIEKTPOHHBIMHY ICHbI'AMH:

1.  TlpuBsixu K cueTy MOOMIBHBIN TeneoH. DTO caMblil yIOOHBIN
1 OBICTPBIN CITOCOO BOCCTAHOBHTH JIOCTYI K cueTy. [IpuBs3anubIil TenedoH
MIOMOJKET, €CIU 3a0yAellb CBOM IUIATEKHBIN MAapOJIb WU 3aiiIellb Ha CANT C
HE3HAKOMOT'O YCTPOMCTBA;

2.  Ucnonp3ylhi opHopasoBble mnaponu. Ilocne mnepexoma Ha
YCWICHHYIO aBTOpHU3AIUIO TeOe yke He OyJeT yrpoKaTh OMACHOCTh KpaxXu
WM MepexBaTa IIaTeKHOro MapoJis;

3. Bri0epu cnoxHbiii maposb. IIpectynHukam OyaeT HE MpOCTO
yrajgarh CIIOXHBIM Napoiib. HaxexxHble maponu — 3TO MAapojv, KOTOPbIE
CoJepKaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s CTPOUHBIC U IMPONUCHBIE
OyKBBI, IU(PPBI U HECKOJBKO CMMBOJIOB, TAKME KakK 3HaK JoJuiapa, (yHTa,
BOCKJIMLIATENbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JUYHBIC [IaHHBIE HA CalTax, KOTOPBIM HE

JIOBEPSEILIb.

DJICKTPOHHAS MOUYTA

DIIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHS U MPENOCTABISEMBIE €0 YCIYTH T10
NEPECHUIKE U MOJTYYEHHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPbIE paclpeesioTcs B
KOMIbIOTEpHOU ceTh. OOBIYHO DJICKTPOHHBIM TOYTOBBIA SIIUK  BBITJISIAT
CJIETyIOIIUM 00pa3oM: UMs_T0JIb30BaTeNA(@UMs_JoMeHa. Taxke Kpome rnepeaadu
MPOCTOTO TEKCTA, UMEETCA BO3MOKHOCTh MIEpe1aBaTh (pailiibl.

OcHOBHBIE COBETHI 10 0€30MaCHON padoTe € JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuiibHBIA NOUTOBBIN cepBuc. B MuTepHere
€CTb OTPOMHBIA BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4IlEe
JIOBEPSITh TEM, KOI0 3HACIIb U KTO NIEPBBIA B PEUTHUHTIE;

2. He yka3piBali B JMYHOM TOYTE JIMYHYIO HH(OpMAIUIO.
Hanpumep, nydiie BbIOpaTh «My3bIKaJIbHBIA (aHaT@» uimm «pok2013»

BMeCTO «TeMal3y;



3. Hcnonp3yil ABYXAITalHYIO aBTOPU3ALNIO. JTO KOTAA MOMHMO
NapoJisi Hy’)KHO BBOJUTH KOJ, IPUChUIaeMbIi 110 SMS;

4, BriOepu ciioxHBIA maposb. s Kakaoro mouTtoBOrO SIIUKA
JOJKEH OBITHh CBOM HAJECKHBIN, YCTOMYUBBIN K B3JIOMY [1apOJIb;

5. Ecam ectp BO3MOXXHOCTh HAaNucaTh CaMOMY CBOW JIMUHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. HUcnonws3yii HECKOJIBKO TMOYTOBBIX SIMUKOB. llepBwii js
YaCTHOM MEpEeNnucKu C ajapecaraMH, KOTOPbIM Tbhl JOBEpACHIb. IJTO
AJIEKTPOHHBIN aJipec HE HaJ0 MCIOJIb30BaTh MPHU PErHCTpaluu Ha (popyMax
U calTax;

/. He otkpbiBail Qailibl U Jpyrue BIOKEHUS B MHCbMax Jaxke
€CJIM OHM MPUIIUIM OT TBOUX Jpy3eil. JIyumie yTouyHu y HUX, OTHPaBISUIH JIH
OHHM TeOe AT (ailiIbl;

8. Ilocnme okoHyanuss pabOTHI HA TOYTOBOM CEpBHCE TMEpen

3aKPBITHUCM BKJIAAKH C CalTOM HE 336}’,&5 HaXkaTh Ha « BeIATHY.

KuoepOv/IMHT WM BUPTVAJLHOE H31€BATEeILCTBO

KubepOymuHr —  mpeciejoBaHre€  COOOILIECHUSIMH,  COJEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTMBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI IO 00pBHOE ¢ KHOEPOYJITMHIOM:

1.  He Opocaiics B 60i. JIy4mnii cmoco0: mocoBEeTOBATHCSA Kak ceOst

BECTU U, €CIM HET TOro, K KOMY MOHO OOpaTUTbCs, TO BHauaje

ycHnokouThcsi. Ecaum Tl HayHemb OTBEYaTh OCKOPOJICHUSMM  Ha

OCKOpOJICHHUS, TO TOJILKO €1ie OOJIbIIE PA30XkKKEIIb KOH(IIUKT;

2. VYmpasnsii cBoeit kubeppenyraiuei;
3. AHOHMMHOCT, B cetu MHHUMas. CyllecTBYIOT CIOCOOBI

BBISICHUTB, KTO CTOWUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout BecTw Xynuranckuii o0pa3 BUPTYaJIbHOW >KU3HM.

WNuTepHer (ukcupyeTr Bce TBOM JEHCTBUS W COXPAHICT UX. YIAIUTh WX

OyzAeT KpaiiHe 3aTpyAHUTEIbHO;

5. Benu ceb6s BEXINBO;



6. HUrnopupyu €IMHAYHbBIN HETaTHB. OnHopa3oBbIe
OCKOpOUTENbHBIE COOOIIECHHS JydYlle WIHOpUpoBaTh. OOBIMHO arpeccus
MPEKPaNIaeTCsl Ha HAYAJIbHOM CTaJIUH;

7. bam arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMHU
COOOIIEHUSIMU, B COLMAIBHBIX CETAX €CTh BO3MOXHOCTb OJOKHPOBKHU
OTIIPaBKU COOOILEHUH C ONPEIEICHHBIX aJPECOB;

8. Eciu T1b1 cBumerens kubepOymiuura. TBoum  aeiicTBUS:
BBICTYIIUTh NPOTHUB NPECIENOBATENS, NOKa3aTh €My, YTO €ro JIEeUCTBUA
OLICHUBAIOTCA  HEraTUBHO, TMOJAEPKAaThb JKEPTBY, KOTOPOM  HYXHa
IICUXOJIOTMYECKas MOMOIIb, COOOIIMTH B3pOCIBIM O (paKT€ arpecCHUBHOTO

ITIOBCIACHHUA B CCTH.

MoouanLHbBIN TeJaehoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COAEPIKAT B ceOE BIIOTHE B3POCIbIi
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallIOHAPHBIMU
KoMIibtoTepamu. OHAKO, CPEACTB 3aAIIUTHI JIJIsl TOJJOOHBIX YCTPONCTB MOKAa OYCHb
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX TMPOUCXOJIUT HE TaK
MHTEHCUBHO, Kak jiist [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ NpPaKTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJIOTH, OJIHAKO pacIlIMpeHue (QyHKIMOHAla BIeYeT 3a co0oi
OOJIBIIYIO CIIO)KHOCTh ¥ MEHBIIYIO 3aIUIIEHHOCT.

Jlaneko He Bce MPOU3BOAUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKpPHIBAIOIINE
KPUTHYECKHUE YSI3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 111 0€30MACHOCTH MOOMJIBHOIO TesledoHa:

1. Bynb ocTopoxeH, Beap Koraa Tede IpeaiaraloT OecIIaTHBIN

KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAaKHUE-TO IJIATHBIE YCIYTH;

2. Hymaii, npexnae yem otnpaBuTh SMS, dboro wiu Buueo. Tol

TOYHO 3HAEIllb, I7I€ OHU OyAYT B KOHEUHOM UTOre?

3. HeoOGxonumo OOHOBIISITH OMEPAlMOHHYIO CHCTEMY TBOETO
cMapTQoHa;

4, Hcrnionp3yil aHTUBHPYCHBIE TIPOTPAMMBI  JJIE  MOOMIIBHBIX
TenedOHOB;

5. He 3arpyxaii nmpuiaokeHus OT HEU3BECTHOTO MCTOYHHKA, BEIb

OHH MOTYT CO/IepKaTh BPEJOHOCHOE MPOTPAMMHOE 00ECTICUEHHE;



6. Ilocime Toro xak Thl BBIMJENIL C CaiiTa, T€ BBOAWI JIMYHYIO
uH(OpMaIUIO, 3aiiT1 B HACTPOUKHU Opay3epa u yaaiau cookies;

7. [leppoguuecku  mpoBepsii  Kakue  IUIATHBIE  YCIYTH
aKTUBHPOBAHBI HA TBOEM HOMEPE;

8.  Jlaaii cBOoM HOMEp MOOWJIBHOTO TejiehOoHA TOJIBKO JIIOJISAM,
KOTOPBIX ThI 3HACIIb U KOMY JIOBEPSCIIb;

Q. Bluetooth pomken OBITH BBIKIIIOYEH, KOrJa ThI MM HE

noJsib3yenibes. He 3a0b1Bail HHOT 1A IPOBEPSITH 3TO.

OUIIHHT WK KPA’Ka JHYHbIX JJAHHBIX

['maBHas uenp ¢ummHr - BuAa WHTEpHET-MOIIIEHHUYECTBA, COCTOUT B
MOJTYYEHUH KOH(UICHIIMATBHBIX JTAaHHBIX MOJIb30BATENIE — JIOTMHOB M MapOJICH.
Ha anrnmiickom sa3bike phishing uyutaercs kak ¢ummnr (ot fishing — priOHas
JIOBJIs, password — maposin).

OcHOBHBIE COBETHI IO 0OPbOE ¢ PUIIUHIOM:

1. Crnenu 3a cBOMM akkayHTOM. Eciiv ThI oJ103peBacliib, 4TO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ U COOOIIMTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yit Ge3omacHbie BeO-CAlThl, B TOM YHUCJE, UHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM;

3. Ucnions3yil crnokHbie U pa3Hbie mapoiu. Takum oOpaszoMm, eciiu
T€0sl B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH MOIY4YaT JOCTYN TOJIBKO K OAHOMY
TBOEMY NMPO(UIIIO B CETH, & HE KO BCEM;

4, Eciu Tebs B3joManu, TO HEOOXOAMMO MPEAYNPEIUTh BCEX
CBOMX 3HAKOMBIX, KOTOpbIE JOOABIIEHHI y T€0s B JIPY3bsiX, O TOM, UTO TeOs
B3JIOMaj W, BO3MOXKHO, OT TBOETO MMEHM OyIeT pacchlaaThCs CIaM |

CCBUIKH Ha (DUILIMHTOBBIE CANUTBHI;

S. YcranoBu HagexHbli napodb (PIN) Ha MOOMIBHBIN Tene(oH;
6. OTkJTr0uM coOXpaHeHue napodsi B Opaysepe;
1. He oTkpmiBail ¢aiiipl U Apyrue BIIOXKEHUS B MHUChMaxX Jaxe

€CJIM OHU IPUIUIA OT TBOUX Jpy3el. Jlydnie yrouHu y HUX, OTHPABIIAIN JIU

OHM TeO€ 3TH (paiJIbI.



